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duinyll ddygll yaaln

(Guuhliengygall clhaill (jaa) Electromagnetic Fault Injection ciliidi ()i 22§ .apaill diglll A — ralall
ppa _a yadi elia Jljg U Aall egul (@ananll djgaill) embedded devices (jlol Lle épu4 jliT gl EMFI gl
embedded _ (Galanll julaill) countermeasuresg (Gluhliongygall clhAill alni) EM fault models
(2ugn clhal 23gni) extended fault model adjgll oaa apidi.Apn Jgil (@ananll ailallenll) processors
clhaill yda dragin) EMFI backside methodology g (@l dinunll) critical charge pggan lc anio)

gl Qliill pghhi (Jesddill 2357 &2l j) over-clocking Llc aniei daaa (hball jeé jloall e duhliongigall
clhAl) instruction replacement faults jags i any (@uwhliengygall cilaill) EM pulses J Graall cuagill
cilhiy EMFI i ahigy AES dunjligh Lle pgaa jlgh] pil.daaan anlpl jlyaill alilag adgign (lageill Jlatil
Jolall AES alian glajiml (@jle agni) plaintexts 5.3g éuuthliengygs dani 2242 (o Jal huginll g
(2llenll ulaylei plki) instruction set architecturesg embedded processors (i Jlaal pula il 1am

(clhalll (jéa alnaa) fault injection attacks J dngléng dinl Ly danlall

23g0i (EM) (Suuihliengpgs (fault injection) clhaill (jéa J(side channel) awilall alidll — aplianll alalall

(embedded processor security) 201all allenll (ol (fault model) clhAll




lgunai djgalll Lle () (embedded devices) dananll djgaill o aaell g ulfin Jauiy Iphiio glodl aal
dallenllg (secure boots) (jnlll cllalll pcal dnnnn (jgai Jig (cryptographic keys) éu pcuill avlanll gpjai
cilnagll Ingldn ol ggau gi wu 2l aaiill ] daladl .ela ()l Iog (secure processing) dindll
(electromagnetic waves) auuthliongygall alagall jay (gans Jlioll Juw e (physical attacks) @&ialall
gl dulwnll aliloell e A I iy Lon (EM pulses - duwhliengygall cibauill pladiwl) jlgall e
(EM fault injection attack - duuhlienggall clhalll (jd1 pgaa pub ad] jlid) jlgall Jala alilwl

ppa clia Jljp 1 agdc dael (fault injection attacks) clhalll jda alnaa aad ad dalll gl go pepl e
plnni draiag (embedded processors) dananll ailallenll  anlall (fault models) clhalll 2alni fagaan
embedded ) @Gananll anhilll lc dngno wdlge clhalll (jaa alnagl (countermeasures) Aalanll pulaill

.ap0 Jnl (quantization of the threat) aagill yulia gla lillg (systems

gnite Lyl aanll J0 Jgauw (EM fault injection attacks) Guuihliengigall claaill (jéa ailnaa J auuill
26 clhalll gén alilac go x gla 1) aghill anlill go pgaa (il aglhall dpuhliengggall clagill 3c
yac gla lisao Ihall gas ggas of Jus duiglho auwbliongyps aruiy huigiall _ag Jolall alianll cibai
dainjjlgall (invocations) cleaiwl xxy (o Jdl hunginll A pcay Jf oy (secret key lifetime) Sl alianll
flipchip éuidir aalen djgaill (o laljio laac il Iai.aali pgaa ginl (cryptographic algorithm) éupauhill
"popinll o oAl anir Lyl ango (backside) alall qilall gn EMFI jili aglild la

adubudl &iluill

power or clock ) cudgill &Ll gl aalhll A Jb dlaa] (fault injection attacks) clhaill (jda alnaa Jouni
(laser injection) Jjjill (11 .(electromagnetic pulse injection) dunthliongynall albAdill (jda (glitching

A Jangll wilay Jai allhin Lgialg aalai Jal apuhliengigall clhalll gaa alnaa ple Jauiy Lapég
(decapsulated die) claanll wllall gi (chip) dou pill
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g.ul SAllg (constant under-voltaging) [5] jaiwnll agall yalasil ajainll clhnill (jan aliiai (A ainAij
Cugliell pid e Jdimn Jai (memory loads) ayalall cuilinai A (reset faults) (jueill dalc| clhi
instruction ) caloyleill Jlatiwl clhal glgil arial (sall Jgiil agyll (e ¢l 1aa gla (address values)

replacement fault types

ada al ygawn (forward body biasing injection - FBBI) Jaipll LT,.DLD.m juaidl (gaa i [7,8] A gl gial
abll ailbll (e duuhliongygs dad pladiwl 1gdlasi pi Sill elli go Jra 11 (spatial resolution) dlilan
(exploitable) JUleimill dLlé clhalll o hda 7.2 Jliga gla ella gog (IC) dlalainll A4lall (o (backside)

aniill (pu (coupling) glyiadl JLd) ¢ua (timing fault model) cuagill ihA 23g0i [1] _a ygibll il
C0 A ji (power supply) adlill alan] (o lidgo (power-ground network) adlhall dauiig auuhlieongygall

(setup time constraint violation) alac 1l ciag a1a ellpiil anny Ipalg Jdelay) palill

i apuihliengygall daill gf ] sy (sampling fault model) cilizell 131 Iha gagai aljial pi [2] _a Léal
alinjll ariall oaa 1eig diten dtinj afia Jul (crcuit) filall _a (nodes) adc dael (voltage) agall lidgo
aclull 4aly go qyélly gaai gl aoy eled il gf Gl sudy Lo adn il il dcpu (chip) da il yeiui
(memory) &yalallg (registers) cillawmll _a (latched) aidall pudll e pilill (clock edge)

ciilnai elifl cupnd (metastability) jlaiwll pac aidlg (bit set faults) cull Juei clhal [3] g ¢l Al
clhaill gaa alpili ggal ggial gaaa (flash) ghilall ajala (o (instruction loads) cilnyloill
gl .DRAM (DRAM chips) [13] ailph (clock glitching) [15] acbwll (g J1a &ilaa] e duhliongygall

.[harmonic EM fault injection) [16) cdudalgill duuubhliongygall clhaill (jda plaaiwl

secure boot ) il cldll adihg e dunhliongygall clhalll (jda plhainb dididan alnaa jlghl pi

instruction replacement faults) [17] alodeill (Jlaiwl clhi iy oo (functionality




pLd gl jlanl alhaa cililull L‘JT (cryptographic countermeasures) d pamill dalanll julaill phon Al
haa Jini sillg (instruction skip faults) [10] ailayleill i clhAi gi (zeros or random values) [6] éuflguiic

[11] clhalll jaa aldoc (jo dagaan Gcgnan

A Loy (processor) allenll e dnildall clhaill (limited in-depth analysis) agaan (Goein Juaiellia Jlj U
alAiill 2ac ¢un o (limited quantization of attack difficulty) pgagll digenl agaan ol ¢lla

glg_iTg (fault models) clhalll 93lni pga (A (adi dlia Jljy U wella ) aaladly aiglhall duuhliongygall
(fault types) clhaill

¢23y 2d wagh apiid Sl (mechanism) aill ail e (fault model) Ihall 3agni cayjel pinn adjgll oaa g
alogeill Jlaiwl) (specific instructions) @110 alaylei ] (fault types) clhaill ¢lgil puiii Lniy lhAll
daagiunll dayleill 1 (faulty behavior) ¢ bl elghwll Jini sill (faulty instruction replacement - aihlAll

(targeted fault-injected instruction) lhAll ()

2iliillg duujaill duagial

aw il Ailiill gn wiin I Liin (methodology) diapinllg (experimental setup) LSLIJJ.IJ| alacUl wang pi

23gai piadi piy .pwdll [aa A (embedded microcontroller) 2010 (Guda paain e (empirical results)
I Liia (derived empirically) Lwjai (Giiinll afidoll (charge-based fault model) dinudll e pilall clhsill

faulty ) diblall alodeill Jlauiwl (quantization) yulidg (in-depth analysis) (Gnein Juai go w1

AES Attack _lc pgamg (instruction replacement

EMFl a1aging alac]

aalqill érasio (desktop CNC machine) éwian CNC éll _lc anie) (experimental setup) Sudlhalhcdlgla
Suuhliengg4 jluung (EM pulse generator) éuuthliengigs cilati algng (Al jiga wli 2.5 iga)
ddarxyz jglhn e (Guaall grgll gn ciibng Suuhliengigall jlunall Joal CNC all Jaei pi .(EM probe)
automated backside ) alall qilall o I caleill ela gl CAN ali cipag .(um) finggain 12.7

.allenll (decapsulation
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anuill) [EMV Langer Burst power station 202 [12 ga paaiwnll dunihliongigall aladill adgi plhki gla
EM) suuhlienggall jlunnll cajh gihg pi (duili gili 2 wjléy (rise time) agen (oj lgl duublienggall
walll ailall go wagiiaoll (ldll ahw (ga jingin 0.8 wyld) claijl e (jingpatn 0.5 jléy) (probe tip

.allenll (exposed backside die surface)

c yliial i) alall wilall go caleill dlaan PIC16F687 ga (device under analysis) Julaill aud jlgal
2.3 ujléy (die size) wilall paa 2o DIP (DIP package) dnjag u 14 Jghy dhpull (opcodes) cililnell algal
instruction ) daulei &)jga J4l Q (Q clock cycles) dcluw ciljga eyi PIC16F687 padiuy (oo 2.6 x fallin
(execute) Ayaiig (fetch) il Jaljn) (stage pipeline-2) (jtiloyn (o culif ha cilnyleill ciljga paaimi (cycle
(anyloill

Jlga algn dhuwlgy dyjgn) jiymlain 52 dro)la dcluy PIC16F6871 (over-clocking) Jiuiti 22)i Aalyj pi
alalill ails .EM plail (external trigger) (o Jeuiin a1lgil cinaaiwlg ((function generator)
single positive ) Aapdn dingo aladi (jc ajlic (fault injection) claaill (jda | doaimnll auhliongpgAall

.clly cails j5ii pl o wailga 500 agai (pulses

detailed timing ) Junaill cuagill Julai g1anil (assembly language) gioaill dely qolpll guoa dilis ani
empirical ) (Suaill Juaill clpp] piallenll (high speed debugger) dcywll e aann (adi cuuy (analysis
(injected faults) digdanll clhaill Junlaig agag aualil einill dol agh pinni plaaiul (analysis

Sill algall diginll dunillg .dunhliengygall arill cudgi wylaill grnal dllanll (parameters) I ciloum
Jadll lhall gdal aiglhnll aunhliengygall aladill aac Jga alilnalg a3 lha lgwa gla

SJlidlags Jubnd e (EM pulse injection scanning) duuihliengygall alanill (42 awn aidiladll e
¢y A1110 dnubliengna aladi alagl alay) Jal o mdlg aiili gili 10 diinj Jnlga (test code sequence)
a1ali clhaill ciils
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(master python script) (Suuj Python cuy jaw (fault injection experiments) clhaill (jda qijlai coadil
(PIC (PIC programmer) anjtng .auuihliengygall abadill algng . JIgall algng .CNC &l (ju dinljnll/p4anill)
agall go adla ailh Jdlga Ja i (rounds) aaidgall o 12130 lhac aaai Sill groaill @2l aolp ) dalall

alogleill o dlnbn A1aiig (output trigger signal) 2lpalll Junn djln| ailgi (e dlgguun (loop of code)
alnyleill pinni pi .(target of fault injection) hAll (jda waaa ciils lgin Aanlg J(series of instructions)
wauits gn Joleill (target instruction) daaghwall dnyleill a9y adlall _a (subsequent instructions) daalll

[(fault detection and analysis) clhaill Jilaig

adla J5 _a aolipll _a (faults in both data and control) paaillg alilwll o g5 8 clhaill ge canall pi
[(accountable) ulwnll alild clhAaill gina cuni S ginaill del pinnil (iterations) ailjljai dac Jia (o
(data values) cililll p1a (4o (data-based faults) aililwll e dniléll clhaill (e camall piple Jaun

(status bits) allall cilis gl (registers) ciilaumll gi SRAM I éugianll ¢ gl cugianll

agalall I (ALU Jua o gi) (register) Jauw (o alily gjai aaagiwnll dngeill cila 1l ,Jliall Juw (e
anid lc jgiell pila] .(allall ali gl) ayalallg Jauwdl cilily pud aladl A gaadaun aolipll gla (memory)
fault handling ) clhalll dallen (jig) | jaduu aolipll jla (unexpected data value) dedgin ji¢ ailily
Thall alle) piayalall A (flag data value) dnllc ilily dnid clhalll dallen (Hig) g (routine

wiaf pl 3], Jlinll Juw e (control faults) panill clhal o (ganill (flag data) andell cilily plaaiwl pi
Ol Joinall gnd clhalll dallen qolipll Aai el gng dnllell alily (uei pil plg gdgin ga oS alilyll

agall La (further flags) dlala] alnlle gng pidllall oda (f .aida piad paaill ggi go ha gg4al

Aaihall dnyleill (trace the control path) pAaill jlun @uif A daclwnll

plaiwly lél dunilly (best placement of EM probe) (suuhliengpgall jlunnll ghg Jha 1 Lle jgiell i

2dgn | jlwoll Jdi picilga 10 J4 a2 .CNC dll gn (golfin (memory writing program) dpala éulia aolip




Ja JUa (entire area of die) wlall alalall ddhinll e (gradually scanning) Liaujai awnll go walisn xy

Sl ulnleng clhalll jéa Juawi pidlga

i wldll e Jgil qwall i (corner of die) culéll (o éuglj Gga Luyai jluunll cayh gig pi dlall A
clhall (jaa aapnll (o dya (sensitive area) duwlwn ddhio alayll (low resolution) ddiio dda pladiwl
paldn plaaiwl wlldll adhin (§ga (coarse grained shmoo plot) (inall gou hihAan [aa 1 Jaumll ang)

[different magnitudes of EM pulse voltages) duuihliongygall ailAiill agpa (o dalisn

plhaiwl pi.Jglll awnll (g daxanll dwbnall ddhinll e el @éay linai gal aumn clpl pi el 2oy
low - arasin dyjlien alalpil g elhalll jo ji4 aac e 2Li) (best probe location) jJluunll gdga Jrdl
.aas1lll qylaill ginal (standard deviations

(single bit reset - 131g ¢y (yei dalc)) hall gi LI apalall alis aolip (further analysis) _alé 1 Jalaill jLibi
clna sl moviw Taaaig .apalall dlia cli sill anyleill (prefetch) (Guunll cually Ihiiin galgll g gla
(w Jauw gag (temporary working register) c1dgn Joc Jaw A (immediate data value) djga cilily Goud

register) w

¢y ellal laag Jeuinll @jlii] Jiaeig) moviwg apalall aulia (u nops éac alja) @b e Lupai ella uali pi
aaly o qydlly alail s 2 elhaill géaa pi(moviw J (Guooll cilall clifl apuibhlieongygall dniill ¢ianai
wic) (instruction prefetch stage) douleill Guunll clall dlayn a (specific Q cycle edge) 43120 Q &ga
awajlon [9] &uili gili 50 jladny (typical off-chip delay) &yl )l 23gai nali ) Q4 Ayga algi aq)ill
start of following ) adlill a1aiill dlayn d@lal cliif (instruction register load) cilnyloill Jaw Jioaiaq)ill e

.(execution stage) [9]

aliginn g 1an wagpeall (o ail ¢un éwaill Liaflii jglai oy iy go Gdaill ganall go g pl Aall cgul
.Galin f1¢ (contents of instruction register) alnuleill (Jaw




2 1 2
8 8 8
e B ¢ ;
£ 1 £ 1
= -+ - = -
2 2 2
0-| T T 0 0 T L ] T 0 0 T T T 0
0 1 2 0 1 2 0 1 2
a) X(mm) b) X(mm) C) X(mm)

wlall abhuw e moviw 0x00 dnllei 4 clhal (0 gn allgall aaoel gulgll Ejng‘JI awnll alhhin 1 d)gn
.(c) calga 500g «(b) cilga 150 (a) cilga 70 duuihliengyna ailAli agpa plaaiwb

dainall e pild Jigni

(specific timing window) A1120 cudgi daali Jua hda liann gla clhadll gaa gif2] gl (e dujai hagl
clock ) dclwll 2o Juldi pi loaic [2] guac e «lld gng (specific clock edge) A11an dclw dala (o wydll
Ol Wl ewalagd] aylaill ayliil (clock period) dclay gull &)ga Jigh liann clhalll yén g4 pl (frequency
d1aoill aga LA culin galasil gn hda clhalll (jaal anje arn Il gan) anasindl dclull alaay A
12)ig Vdd (Jn (explored combinations) dam4imnll cilaygill gina gihodl 1 Jgaall A 2Ago ga o5 .vdd
clhal gda g Jols Jauiy Joei cils dclll

respective clock ) dyienll dclull dal gy palill | Jgaall o D4 I D1 dancill _a (delays) cilpalill Jini
Judi énai apuhliongpgall aauill i sie (positive delay) cagall palill .dpuhliongigall darillg (edge
gl Aacln dclw dalhg duuhliengigall antill (u palill ga Dx . Jliall Juw e 63320l dclwll dala
ayliin dacln .dhila .daclh .dhila wlga ax =1,2,3,4 & (rising or falling clock edge) x dhila
(aclw &)ga 1.5 Jini) JIgill Llc aclwl (consecutive)

dhylgll dcbull aala (o ayili gili 3.7 Jud ¢iaai sill auyhliongigall il | Jgaall go Jgill wanll g
eyl ¢nai maic .2 canll g «l3 gng (Jgill agaell jhil) clga 5 jijalan 52 aic ha oiii D1 Jgill
£6.02 aic IhA ¢iaay 11,01 Jgill dhilgll aclll dala Guai Jié auili gili 3.7 aic syl o dnnhliongygll
delay ) polill aalwo gudi lg) duhliengigall anill ¢y allill @il caganll Jinllg .clga 5 jiimlao
ilga 5 aic I gan piy J Iy fll aclwll alaayi go (underlined) djawnll spaill dclull calga (o (distance
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(4o Aol (Sia Alga 0.1 jladay jljninl Vdd daeill aga Juldi pidunihliongygs dnli cudgi Jal el ao
gn had aaalinll dchull alaayiaic ail lyyai gk oo J Jgaall go Lilill agaell g angn ga 04 [hall
dpuhliongigs clhal gda gan) Jal aaeiags

uaaa Jua go agnjoll elglull (possible theoretical explanation) Jainn (spai juuai e Jgnall gaoy
cagh A sSillg (circuit node) Ayila dadc jhiclll _a 34lil .(charge-based model) diuill _c pilall gagnill
paly pil Tl acl cilaayi 20 dlga 5aic " ] '0' go g (normal operating conditions) cualell Ji2unill
Al dadc aic (capacitor) catanll le (maximum amount charge) dinunll (o (sndill aall

1] {seyll hall-adlnll aauh gl clagall je) dinibll Jiaei lgiang dpwhliongpgall dnill i go pepl e
- qilé g cadill aic) '0' ¢igan A cuwill dadell e palfill o didll gn walh jaé Juldi gniwi i Lgil

(flipflop

puai alaiaoll gaub piy «<idga 5 aic (overclocking - Jusdill 23 A3l j Jin) Jle dclw 25y Jusihill aic
danalfnll @iamll ilnal ggar Lillg (shorter clock period duration) jdl dclw Ayga danl Jalg dcpull
junj M1 I Jangll ariell (o Julér el haa (jgas adg) Jal agilall aade e (total charge accumulated)
(low swing signals - ghaainll aylill ailjlil Lyl Loyl

G0 gla Jolall ggauiio e waiaall gl hidadell oaa e Guybliengigall alalill Guhi pij Loaic
"' duic ] Jgngll piy U éyay aull dad pueil dinddll (o wals jad Jiael e jalé duuhliongygall dalill
allall o piay Jal cull anié jueil aglhall (charge displacement) dinudll dalj] jladn 0" cull auny Jlillg

Dyl el 2aji plaaiwl lgia piy sill

i) Iyl J4uiy (capacitance) deull gauh piy Vdd g (alasil go ol delu cilaagi plaaiul pi) oaic

anuill Guhi piy loaic Jlillg .aygall dilgi (a Jal dind lgial ggar Jlillig (Vdd (alasil




oA ciill aic) 1" Jl Jgogll go cull gin Jal go myeill U] Jal dindd gliai sl po auuhliengygall

(flip-flop

ainmll o iaill aall e anio) (proposed extended fault model) afidnll guignll gagnill .edlgll e
dadc aic ayilall (normal behavior) Leuhll elglwll jueil (minimum amount of charge required) duglhnll
Jlan _fa (critical charge) aapll dinuill puwlb A& dinanll jladn ] jlnd Lo LLe .(sensitive node) cwln
¢119 (e dailill ablaall

single event upsets) [4] 210lg

lilug jeni danll ainddll ggaidglell dclwll cilayiaic gi Vdd galasil go aaaiall aclull alaagiaic

Aunhliengygall clhAalll gaal anye fgal ajlall ggai
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Jdlndeill Jlatiwl clhil
dneill alaiml Sill (2 agnell) (replaced faulty instructions) dlauiwnll dihAll alnydeill 1 Jgaall ang)

ojlaf A dlga 340 Lo plasiml pi. a3l hA Jdal dadiia (1 agnell) (target instruction) daagimall
A Jgaall

cliitwly alnyleill gioal &ili gili 15.23 ga duulinll Q 4)ga dilgig duuhliongigall druill gu aagll gl

.cuili gili 16g auli gili 12.15 uIJDIJ loaaiwl (palll Jgaall go (gl (ranll

duuhliong)gall druill ailhg moviw 0x80 a ddagiunll doleill ails Jalll canll A JUoll Juw e
cull (reset) (el dalc] A dunhliongpgall dauill cuwni duulioll Q )93 dilgi go duli gili 12.15 a9 e
(file select register) walall jluial Jaw dhuwlgs Lgd] jlinll alilull dowd o (least significant bit) ainal Jaill

(0 JI) (indirect address - pnlinll jié (jlgizll)

aila §UI) aaapgiwnll andeill adaihgr olai hiijn fé 1aa .bef INDF,0 cuil4 ¢lld (Guanil dangll anleill

daw Jinai e Jigs any il e Thall gf apaa pal Jauiy peay Jlillg (w Jaw 6 0x80 dnydll Jinai
(load of instruction register) cilnuloill

small ) warah i .537 Lo LiL¢ (specific code sequence) 1210 ag4 Juluwi A ddagimn dollei | dunilly
quite different faulty ) lolni daalin dihla Gloyei il dunihliongigsll anlill cudagi a (variation
I'Jgaall go 2g 1 granll A jghy InA J(instructions

TABLE L FAULT INJECTION (FI) VS CLOCK FREQUENCY AND VDD

Clk.Freq Delay (ns)
(MHz) DI D2 D3 D4

FI/SV | FI/Vdd

Yes Yes/5V 52 3.7 13.3 22.9 325
No Yes/4.2V | 46.02 3.7 146 | 254 36.3
No Yes/4.2V | 46.18 2.5 133 | 24.1 35

No Yes/4.4V | 46.33 1.3 12.1 229 | 337
No Yes/4.4V | 46.48 0.3 11 21.8 325
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dalivn diblay alnyei e jgiell pi xorwf OXZO,fga aaagimnll doydeill ¢un apaill agylll caganl IUCI

daagiwall angeill Guuall wlall 1 apill duuhliongpgall aaill gali gf go pedl e spal ain

.awadi (Jla (prefetch of target instruction)

udi pladiul pig (same address) glgiell yuai a4 gdi dargiwnll dnyeill aijls a2 gat gllall _a
Aaapgimnll dnyleill Jid (immediate 3 instructions) éaygall ciill alnuleill cliiiwb Iolni agall Juwbn

a2 allall _a lniy.movf 0x30,w g nop's 2 _,a daaghwmoll dayoill (Guni Sill Slill alndeill a1 allall A
.movf 0x30,w g movf, xorwf,f cgi (o alodei dargiumnll doioill (Guui

A& galg.Jigill Llc a2 gal (a a4 gilwlwill guai déaagiwall dogleill (Guui b2 g b1 guillall La . Jinly
test) (sjuinl aolip yutlg (complete AES program) Jols AES aolipy o (embedded) jnrin agAll

program

Illninl sl cilidl 1alg éll clifimly )l gina (g ail sp gl epall gany il Jgaall go palll agnell g
A cuill ga 2l e dnuhliengygall aaill pili sl djlier (set) gief yuilg (reset) lpiyei alof il
.0 I 1 g0 (opcode bits) alnell aga ailiy JLaiil

(uncorrelated) éhylyin j1¢ (faulty instruction opcodes) dihlall alayleill cilgnc algal ¢ lay cdlall gina g

{preceding instructions) ddilull alnudeill (10 alilnell Jlgbi Jallafiola)

clhafll gaal dnye gai pl Tyl (66..60 alc) dylnell g4 o (address bits) Il i apalayl qylaill cuaih

.(not susceptible to fault injection)
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25.23 I palill aalij aer haa (jalg Lagl lhal ciida (negative EM pulses) ddlull auuhliongigall cilradill
&yjleall alalpnill i I iy oo (variance of fault injections) clhadll jéan (uli gulid Ll af auili gill

.12 o Jal cil4 (standard deviations)

duniy (NOP replaced instruction) dlatiwall NOP dnlei ¢iian Il Jgaall (o 3 wanll A JUodl Juw e
e Jgill NOP Tha (gdn Jid dunbhliengygall alradill 3ac hugin jla (sJuen wlnil 2) 72.8 = 1.56.5
Auuhlionggs ahui 11 falll leg 61alg duhlionggs dadui Jalll

AES _lc pgaa

b clapiwdl (fault injection attack) clhal (g pgaa (il (complete AES code) (Jnlall AES ag4h plaaiwl pi
(correct and faulty ciphertext) ; Jhlallg aanll jamall (il Ol pgapll yarial AES (AES key byte) alian
wagyen ji¢ (plaintext) (salell aill alg .41 pl Tha géa piad gla 1l o wpe) palgall gla lal,alio
{flgiic)

L§J-|QJJI OR I (i Lﬂs’iJIg (last round) épalll dlgall (o xorwf 0x20,f (w xor f=>f) dnleill calagiwl i
aic ajalall A culaull A aijanll) AES (AES state) dlla gn (w Jauw A giaadl) n alianll cylid (exclusive or)
(f ylgizll

yedinll aill culs LA n (k) aliandl eyl gl piund movwf 0x20 (w=>f) dlihlall anyleill ciian 3] il kol
Jaill cul A AES (s) alla gljal pinea nop diblAll doyleill ¢ian 13] Ulg (faulty ciphertext byte) ¢ JblAll
<, blall paiall

=) aanll yjanoll aill gn (s) Al panoll aill gl Syl OR I @i caun Qi Apalll alall pas A
AES (= s xor [s xor k) alian culi (< ([s xor k]
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(list of pairs) glng‘JI (0 anila pgagll haing alianll culy (e Qi pithAall (rindeill (o TJ__T gl Tij
Sl ggal sia dniléll gnii [ spnall-0R i blall-painll-gaill-cyl] ga agj J4 ¢un dha gaa Jal aalg
culy e jgiell piy dllall oaa _ag (spaall OR dnud guai gl hlall aidnll gaill eyl gudi o] giagj
[potential correct key byte) Jnianll aianll alianll

ne alian e jgiell piy i pon Jloinl dlia Jlj U aill I Joine amn alian clyail Lle 1aa ) pdi
(di9nn cyb dnid 256 haa aagy dua) aan

plaaiwl allenll e Jnei sl alolall AES ainjjlgs Ll clhalll 3as alaag] duwai ailii e Jgnall pi
a1 Jady blian 11 ajaai pi Lalian AES alidn 16 ool o pgagll lha

TABLE IL CODE SEQUENCE EFFECTS ON FAULT INJECTION AT 52MHZ
Statistics
Target Instr Replaced faulty Frequency Opcode Bits
instruction Occurence resetfset]
moviw 0x80* bef INDF, 0 98.4% b13, b7
o di movwf INDF 56.4% bl3,b12
moviw 0x50 goto 0x80 42.3% b12[b11]
iorwf 0x20,w 40.3% b9,b7
xorwf 0x20,f* NOP 57.9% b10,b9,b7
iorwf 0x20,f 1.8% b9
" b1 subwf 0x20,f 65.8% bl10
xorwf Ox204 ™| vy 0x20 34.1% b10,b9
iorwf 0x20,w 60% b9,b7
xorwf 0x20,f* nop 35% b10,b9,b7
xorwf 0x20,w 2.6% b7
xorwf 0x20,f ™ iorwf 0x20,f 98.7% b9

9 Delay of 12.15ns and 16ns for 1%/2* row. *“**'*2 [nstruction embedded within diff. code seq.

453 1134 (o a1an cu 128 aalg AES alian (e Jgnall diglhall duuihliengygall aladill aac aglyi
.81 s)len wlpilg 222 huging

anyleill ggai a4 AES 1 walian @Guhi gn Loy ail JI b2 g b1 granll Il Jgaall (g aaagall cililnall ¢l
#98.7 237l iorwf 0x20,f Lewl daagiwall xorwf 0x20,f diklal
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monitoring faulty ) ¢ Jhlall peuhinll (aill éudilpn Jia o Lyl iann AES pgaa ggauw dllall oaa g

(recording bits) ciliy Jiaunig J(executing different plaintexts) dalihn dialc yagni Auaii (jo Qilill (ciphertext
‘0" awni Sill wagiwall jaiinll il eyl

¢ wilé ga (fault model) lnall gagni i pgagll gasiay dadibull éilulll gnac leg pgagll silla lila (g
(instruction skip) daulei hAi gl .(random byte/word) uflguiic anla/culi gi J(bit flip)

Gbliitwllg almlaill
(critical charge) aayall ainuill Lyl aaaii (technologies progress) wiliidill padi o ail Iaun wigienll o

cllaag aic palll aapll dindill aalil a4 Loy digd gai pl duuhlieagpgall il gl gaoall o Jlillg

(slower clock frequencies) lrull é.cLull

AES (AES (Lol Guhi _Jc (significant impact) ju4 pili lgl adygll oaa _a digaunll xorwf,f anylei o (i
Ul ¢ plall jadnll il g alianll cyl jggh chal ddlull il gl go pépl e (security application
suggested ) dnjianll pgagll awnjjlgag [1] lhall o ¢gill 1aa pgial gls alian eyl 16 Jnl go haa 2 g
.nop dihlall anileill (handling) gn Joleill jnnii pl (attack algorithm

AES (real J ALdn Guhi A AES alian culi lc (complete attack) Jola pgaa duaii ai LD puudll e
LAasin gl (number of plaintexts required) duglhnll dalell jagnill aac il [jAi (implementation of AES

gl (higher EM pulse voltage) _cl dunhliengpp4 dniiaga 20 aif edginll (jo (extremely low) ajl<l]
alanill 2ac Juldi pi) 26 (more accurate EM pulse timing) dda J-'i'jf aunihliongips anii cudgi

{further) pal Jauin pgagll (g dnadiwall dpuhlionggall

(other instructions) syal cilaylei _a clhal yaa plaaiuly alnagll (exploited) Jusiwl Lyl Joianll o
dihlall dnyeill | (}an) ¢un (secure boot) nill cllalll Jin (applications) cildyi A moviw dnylei Jio
cliil (skip authentication checks) adalnall cilngaa il ¢ (Il Jgaall (o Gilill canll) goto ablénll
ol glayll
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clhafll jda | (extended charge-based fault model) dinuiull _Lc pild gugn clhal 23gai puadi piy Ao Jgil
uuac e (validated empirically) Ljai ain (génillg (backside EMFI) Al ailall go duuhliongygall
Jda | (very susceptible) a&lell dnyc (IC backside) alolainll ajilall alll ailall Ol phy adilwll aldll
[(localized and repeatable EM fault injection) jljaill aliléallg Grergall aunhliongygall clhalll

dhyu adyyh g (AES (real implementation of AES | ,uda (Guhi dnalgn (jany ail jlghl ai .6 Jgil
AalAnll yulaillg (improving resilience) digynll (juuai | (important) agn &aull 1aa (simple manner)
clhAlll gaa ulnaa gin | (critical) dnwla pief Sl clhAalll jda alnag | (countermeasures)
preventing future EM fault injection attacks) dilidimoll dunihliongpAall

development of ) cilgalll jaer pghig datanll ablnlgill e (Mustafa Faraj) opa ahnn pai (jgalgnll agy

(b (grants) ain (jn (funding in part) L,Jp Jigair dnll pea piy .ylill 0da A doadiall (some tools

XtremeEDAg NSERC
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pafinll alalal
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pgagll digen yulidn 223y Aag Spuiiill i ghive dpughliongigh Al pls goliao lia go angai I
g_na_._l_a.i[ﬁ'bf U 23la Jalgll Jan pis alpn anlaiwl pi alianll gl ail A lia apulwill gjaall .awai
10,000 paaiwl alianll gl .g.bgi - ggngall glitc loc Jlin a3l ligh aliaall sy jadig auals alily
ai] A4 dnya oaic Jalgll gl wAalda s aod aliandl au 0] glic dnii 5,000 glinn jalgllg dyn
o x sglwiy U alolaaiwlll aael Jng) Lo Jud alianll ji<i pjul ¢lil ga Lia LSLDJ‘JI Jall.pgapll A i

Aliddl go plhill ,nain14ig .y

ceunal jlite Lgalinn i clhnill aac Jing Jlgxga Jodll peinll .cghgall A 100 (ueio liaic
alianll glhi (Liic @23li clhal 5 Jiga glini jann AES énjjlga juai jilc gl llin . Jols spwll alianll
lha gén g aail Io Jud Lgyen I éuughliengygall albuill aac Jing gy ga ilill peiall JolAll
015 e clit.pgagll L_.,CI ¢laa) anlg lh la! Ua Qaii o (Jud anii 1000 uphi Jann llin Siel .a1an 11lg
i 5 olien 03 olilg U JUall .y g x ggaua gl.'l'_d_D.IIJ-u_lbiULL'i'.Lc aalian U Al alAgill hac
Jolall alianll jwal gliic lgalian @i 5000 sgluy 1000

@l sj 112 épnd Giinj ajial (Glhii dj9png 110 dgd duuhliengiga dago a duuhliengigall dndill
«adgll guai g auhliong ailygs ddlh Joah 3 dagall .awa paning fias jeni gal hikll

S ala od jlgall (Guuhliengygall alAdill algn) EM Pulse Generator anuwl gala jlga pasimy jalgll
610l 123 &ygd auuhliengig da Glhy aledi lal .yl (g Qi wlo lgia dilnc gl ren guawn

Auilill o ggudall o cja
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